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IV. QRNG PERFORMANCE OF COHERENT RECEIVER 

The generation of random numbers has been first 

investigated in a back-to-back scenario in which the optical 

link is simply emulated by optical attenuation. The impact on 

a CMRR degradation has been included in order to evaluate 

the impact of side-channel crosstalk, as it appears in a loaded 

coherent DWDM link. Figure 3 presents the received RF 

spectrum of a balanced detector and reports the effect of a 

reduced CMRR. Without optical input, the noise of the TIA 

determines the electrical background level. For the perfectly 

balanced receiver with high CMRR and a high delivered 

average optical power of -15.4 dBm/λ for the modulated side-

channels, the noise increases but remains without spurious 

spectral components. Compared to the considerably lower 

reception sensitivity for 10 Gbaud PM-QPSK transmission, 

which will be discussed in Section VIII, this proves that a high 

dynamic range of >13 dB is compatible and would allow to 

add more classical channels. The quantum-to-classical contrast 

in terms of power level between optically lit and dark receiver, 

which is >2 dB over a bandwidth of 11.8 GHz, corresponds to 

the earlier introduced clearance. In the worst case of a partially 

unbalanced detector with a low CMRR of 9.5 dB, data 

harmonics of the side-channels are clearly visible above the 

shot-noise level. It shall be stressed that the strong harmonic at 

10 GHz (σ) derives from the sampling of the signal at a 

quadrupled rate of 40 GSa/s. 

These artifacts in the acquired signal require randomness 

extraction in order to obtain truly random numbers. For this 

purpose, 8M samples have been recorded at 8-bit resolution. 

Universal Toeplitz hashing has been employed as seeded 

randomness extractor [26]. As a first step we estimated the 

lower bound on min-entropy to be 1/8 bit per acquired sample. 

In a deployed system the estimation of entropy has to be 

derived from a full physical model of the optical and electrical 

components. A block of 1 Mibit = 1,048,576 bits from 64 

Mibit of sampled data has been extracted. Based on the 

aforementioned 1/8 bit per sample between raw and extracted 

bit rate, we estimate that we could generate approximately 

2×10
7
 256-bit keys per second and detector. Given that four 

balanced detectors are employed in a coherent intradyne 

receiver, this rate can be further elevated. An exemplary 256-

bit random number string is shown in Table I. 

As a sanity check for the extraction process we run the 

complete NIST SP800-22-rev1a randomness test suite [27] 

before randomness extraction and after extraction. The 

number of failed NIST tests is ~39 out of 188 without 

extraction, including the Block Frequency, the Runs, the 

Longest Run of Ones, the Binary Matrix Rank and the 

Discrete Fourier Transform tests, 29 of the Non-overlapping 

Template Matching tests, the Overlapping Template 

Matching, the Approximate Entropy, one Random Excursions, 

the first and second Serial tests. This high number reduces to 

~3 when the extraction is employed, including two Non-

overlapping Template Matching and one Random Excursions 

test. 

In order to further evaluate the impact of Raman scattering 

from the remote DWDM channels in the upper C-band above 

1548 nm into the LO reception band at 1528 nm, the optical 

link loss has been partially eroded by 40.3 km of standard 

single-mode fiber. Similarly as for the aforementioned back-

to-back scenario, random numbers can be generated, with the 

extraction process check resulting in identical results. 

If a complete suppression of the input signal to the receiver 

is not possible and if the input signal cannot be trusted, as 

initially discussed before, it is required to measure both, I and 

Q components, simultaneously, in order to be able to leverage 

the quantum noise of the unknown input signal [21]. 

     

Fig. 4.  (a) Random number generator overlay for a PM-I/Q modulator. (b) Experimental setup for joint QPSK transmission and transmitter-side QRNG. The inset 

shows the PM-I/Q modulator and the TIA that has been interfaced with the monitor photodiodes of the modulator. 
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TABLE I 

GENERATED RANDOM BIT SEQUENCES 

QRNG Sample 256-bit random bit sequence 

C
o

h
er

en
t 

R
X

 

00110010   00110000   10110111   01011010 

00110001   11110010   00001001   00010110 

11010011   10111101   00011111   00011010 

01000111   01111100   11111110   01011001 

00110110   00101011   00001000   01010000 

00111000   00101111   11100011   11100100 

10110110   11000000   10001100   11100010 

11100110   00111001   10100111   01100111 

P
M

 -
 I

/Q
  

M
o

d
u

la
to

r 

00001101   01011000   00001001   01011000 

10001001   10000001   01010011   11100111 

11011001   11011011   11001011   01011001 

00010110   10100011   10010010   10111010 

10010010   10110111   10110101   11010101 

00000011   01001100   00100011   11100010 

11101100   11011100   01101010   10000101 

10011010   01101101   10011110   01010111 
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V. QRNG OVERLAY IN A POLARIZATION-MULTIPLEXED  

I/Q MODULATOR 

In contrast to coherent receivers, transmitting sub-systems 

are not laid out to perform signal reception, and particularly 

not at the quantum level. Nevertheless, we prove the concept 

of balanced homodyne detection with a commonly adopted 

optical transmitter by exploiting the integrated signal monitors 

in an optical I/Q modulator.  

The OIF implementation agreement [28] foresees a PM-I/Q 

modulator to tap and monitor the two optical outputs of its 

nested Mach-Zehnder modulators (MZM). The integrated 

photodetectors are typically featuring an opto-eletronic 

bandwidth in the range of 0.5 to 1 GHz for this purpose. Based 

on the assumed ratio of 1/8 bit per sample, this bandwidth 

would potentially support, together with a 10% tap ratio, a 

QRNG rate of up to 500 Mb/s. 

Figure 4(a) presents the QRNG overlay in such a PM-I/Q 

modulator (model Sumitomo T.SBXH1.5PL-25PD-ADC). 

The parental configuration of the modulator is solely used for 

the purpose of power splitting its source laser input (A) to 

each of the nested child-MZMs of each polarization branch. 

The latter serve as tunable attenuator (B) in virtue of their 

interferometric setup by electrical tuning of the I,Q bias points 

of each child. With this, parent and child form a high-

precision 50/50 splitter as it is required for a balanced detector 

arrangement. The two monitor photodetectors (C) at the 

polarization branches complete this balanced homodyne 

detector (D). The balanced homodyne detector that is formed 

by the I/Q modulator elements is complemented by a 66-dBΩ 

TIA with differential feedback loop that is closed around an 8-

GHz gain-bandwidth operational amplifier. It uses a balanced 

configuration at its electrical input, which is fed by the two 

single-ended PIN photodiodes. 

Compared to a coherent receiver as applied in Sections III-

IV, the accomplishment of a high clearance between optical 

and electrical noise is now challenged by the low tap ratio of 

the monitor photodetectors and the modulator losses. Similar 

as for the receiver-integrated QRNG function, time division 

multiplexing (TDM) would have to be applied to classical 

PM-QPSK transmission in order to periodically generate 

random numbers through use of a multi-purpose photonic 

transmitter. This will be demonstrated in Sections VI and VII. 

VI. EXPERIMENTAL CHARACTERIZATION OF THE 

TRANSMITTER-INTEGRATED QRNG ENGINE 

The clearance that can be obtained for a given source laser 

input is determined by the noise of the dark I/Q modulator in 

QRNG configuration. Figure 5(a) presents the electrical noise 

spectrum (ε) of the TIA when the source laser is not lit. In 

order to surpass this background noise level when the optical 

source of the I/Q modulator is switched on, the bias point of 

the modulator needs to be optimized. Each of the child MZMs 

is operated so that the photocurrent to the monitor photodiodes 

is maximized and a high TIA output is yielded. Moreover, the 

relative adjustment of the child MZM outputs ensures 

balancing, thus avoiding saturation of the TIA. 

As a result, the acquired noise surpasses the electrical TIA 

background for an optical source laser level of 14 dBm or 

higher, over a bandwidth of ~150 MHz. The dependence of 

the clearance on the source power level is reported in Fig. 

5(b). We obtained a clearance of 2.1 dB at 18 dBm. A linear 

dependence between clearance and source power indicates that 

the generated noise derives from the vacuum fluctuations. The 

combination of high source power level and high 

transimpedance requires a careful adjustment of the modulator 

bias points. The admissible range for the I,Q bias points of the 

child MZMs was typically 0.05 Vπ at the optimal setting, in 

order to avoid imbalance and saturation of the TIA. 

Moreover, a few electro-magnetic interference notes can be 

observed in the acquired noise spectrum. After opto-electronic 

detection and signal conditioning a randomness extraction is 

therefore performed, similarly as it was included for the 

receiver-centric QRNG. 

VII. TIME-INTERLEAVED QRNG FUNCTION 

IN OPTICAL I/Q TRANSMITTER 

The experimental setup in Fig. 4(b) has been used to 

evaluate random number generation time-interleaved with 10-

Gbaud PM-QPSK data transmission. The practical 

investigation of time sharing opto-electronic components for 

two very different use cases, namely coherent optical 

broadband communications and QRNG, is important as it 

assesses the compatibility of state-of-play component 

technology to accommodate both rather than just one of the 

     
Fig. 5.  (a) Received RF spectra due to quantum noise and electrical (ε) TIA background, and (b) corresponding clearance. (c) Bias tone spectrum. 

-41

-40

-39

-38

-37

0 50 100 150 200

R
F

 p
o

w
e

r 
[d

B
m

]

Frequency [MHz]

ε
6
8

10
12
14
16
18

Optical source

power [dBm]

(a)

Clearance

1

1.1

1.2

1.3

1.4

1.5

1.6

1.7

0 20 40 60

C
le

a
ra

n
ce

 [
li

n
]

Optical power [mW](b)

-80

-70

-60

-50

-40

-30

-20

-10

0

0 5 10 15 20 25

R
F

 p
o

w
e

r 
[d

B
m

]

Frequency [kHz]

on

off

fT* 2fT*

fT

2fT

(c)

RF drive:

This is the author's version of an article that has been published in this journal. Changes were made to this version by the publisher prior to publication.
The final version of record is available at  http://dx.doi.org/10.1109/JSTQE.2020.3004206

Copyright (c) 2020 IEEE. Personal use is permitted. For any other purposes, permission must be obtained from the IEEE by emailing pubs-permissions@ieee.org.



 6

operation modes. As will be discussed in this section, 

switching transients and the opto-electronic characteristics 

require a careful design of a time-shared I/Q transmitter that is 

exploited as multi-purpose hardware for both, PM-QPSK 

transmission and QRNG. 

In order to account for the bias point optimization at the 

transmitter-centric QRNG, two sets of time-multiplexed bias 

points are applied to the I/Q modulator. These sets are 

dedicated to PM-QPSK and QRNG operation, respectively, 

and are optimized for the actual mode of the modulator – with 

and without applying a radio frequency (RF) drive signal. The 

reason to do so is the insufficient electrical isolation between 

RF and DC electrodes of the modulator, which leads to a 

crosstalk of -7.6 dB. According to this high crosstalk, we 

observed a shift in the DC bias point when switching on the 

RF drive at the adjacent electrode. This effect is seen in Fig. 

5(c), which presents the spectrum of a DC bias tone that is 

modulated at the DC electrode with a frequency of fT = 10 

kHz. Operation in the null point of the transfer function of the 

modulator, without being driven by an RF signal, results in a 

minimized fundamental tone fT and a noticeable second 

harmonic at 2fT. When the RF drive is switched on, the 

fundamental tone is again pronounced (fT*), corresponding to 

an average shift in the bias point of ~1.56V or 0.42Vπ. This 

shift needs to be accounted for due to the TDM operation for 

PM-QPSK for which the QPSK drive is blanked during 

QRNG operation for which an opto-electronic bandwidth 

within the QPSK signal spectrum is allocated. 

A TDM frame with a period of 10 ms and a duty cycle of 

70% for data transmission has been applied at the transmitter. 

This TDM timing applies for example when multiple 

transmitters in an optical network with multipoint-to-

multipoint architecture share a coherent receiver. At the same 

time, it leaves a 3-ms window to generate random numbers in 

every frame. 

Figure 6(a) shows the signal traces acquired through an 

optical intensity monitor (M) at the output of the PM-I/Q 

modulator, and at the electrical TIA output (T). During data 

transmission, the QPSK modulation is clearly visible at the 

TIA output. The overlap of data and quantum noise spectrum 

prevents QRNG functionality. Therefore, the QPSK data is 

blanked during the QRNG slot of the TDM frame. The 

quantum noise signature (λ) is then clearly visible and can be 

acquired for random number generation. At the transitions 

between the two TDM slots, the bias points of the modulator 

are switched, which temporarily saturates the TIA due to the 

imbalance in the homodyne detector configuration until the 

bias point settles. This effect is observed as short null-line in 

the time trace (σ).  

Figure 6(b) presents the signal traces for deactivated optical 

source laser. Instead of a well-pronounced optical noise 

contribution (see λ in Fig. 6(a)) according to the clearance 

reported earlier, the noise at the TIA output reduces to the 

electrical background noise level (ε). The aforementioned 

electrical crosstalk between RF and DC electrodes of the 

modulator leads to a residual QPSK modulation during the 

data-oriented TDM slot. 

The transients that appear at the edges of the TDM channels 

(i.e., time slots) are induced by lowpass filters (LPF) at the DC 

bias lines of the modulator, which had a 3-dB bandwidth of 22 

kHz. These LPF have been inserted in order to suppress 

electro-magnetic interference and thus to prevent electrical 

excess noise at the QRNG output. However, although the 

bandwidth allows for bias tone probing, it limits the native 

700-kHz electro-optic response of the DC electrodes, which 

leads to transients in the signal trace when switching between 

two sets of bias points.  

A total of 5.4M samples have been recorded during TDM 

operation in QRNG mode. Randomness extraction at the 

aforementioned estimated lower bound of 1/8 bit per acquired 

raw sample has been conducted on a block of 1 Mibit (4096 

keys of 256 bit each). The NIST test suite has been applied 

twice: before randomness extraction 69/188 tests did not pass. 

After extraction, all but one test passed successfully, 

confirming the sanity of the randomness extraction step. Based 

on the aforementioned ratio of 1/8 between raw samples and 

extracted bits, we estimate that for the given TDM duty cycle 

~9×10
4
 256-bit keys can be generated each second. An 

exemplary 256-bit random number string obtained through the 

transmitter-integrated QRNG is appended to Table I. 

VIII. PM-QPSK TRANSMISSION 

For the sake of completeness, classical data transmission 

has been evaluated for the coherent link in virtue of the multi-

purpose transmitter and receiver architecture. 10 Gbaud PM-

 

Fig. 6.  Acquired TDM frame with (a) and without (b) optical seed. 
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QPSK has been transmitted together with the load channels 

over the 40.3 km fiber-based link and received following a 

coherent intradyne reception methodology with off-line 

frequency offset compensation, carrier-phase recovery and 

decision sampling. The transmission performance has been 

evaluated for an optical source wavelength of 1549 nm, which 

is situated within the spectral range of the DWDM comb. The 

optical signal-to-noise ratio was 37.2 dB and the bit error ratio 

(BER) has been evaluated as function of the received optical 

power. 

Figure 7 presents the BER performance for this 40 Gb/s 

link. The sensitivity at the hard-decision forward error 

correction (FEC) threshold of 3.8×10
-3

 is -29.1 dBm. The 

constellation diagrams, which are appended to Fig. 7, show a 

clean QPSK constellation in both polarization planes. This 

proves the multi-purpose functionality of PM-I/Q modulator 

and coherent receiver for data transmission and for QRNG. 

IX. CONCLUSION 

We have proposed the multi-purpose use of coherent 

transceiver sub-systems for data transmission and quantum 

random number generation. Taking advantage of broadband 

balanced homodyne detectors in a coherent intradyne receiver, 

the vacuum state has been measured in virtue of the high LO 

power level that is supported in state-of-play coherent 

receivers. Given the obtained optical-to-electrical noise 

clearance of >2 dB over a wide bandwidth of 11.8 GHz, this 

receiver-centric QRNG promises high generation rates in 

combination with a Toeplitz randomness extractor. 

On top of this, we have experimentally demonstrated the re-

use of an optical PM-I/Q modulator for the purpose of QRNG. 

By leveraging its integrated monitor photodiodes, the vacuum 

fluctuations of the unused input state have been acquired 

through use of the transmitter-side source laser. TDM 

operation with a PM-QPSK data stream with time-interleaved 

QRNG has been validated. 

Future work may include full information-theoretic models 

of the proposed QRNGs, in order to obtain certifiable random 

number generators. 
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